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For: SYSTEMS AND METHODS FOR USING SYNTHETIC INSTRUCTIONS IN 
A VIRTUAL MACHINE 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Sir: 



REPLY PURSUANT TO 37 CFR § 1.111 

In response to the Official Action dated August 11, 2008, reconsideration is 

respectfully requested in view of rh& amendments and/or remarks as indicated below: 
i_j Amendments to the Specification begin on page of this paper. 



Amendments to the Claims are reflected in the listing of the claims which 
begins on page 2 of this paper. 



amendments to the ur a wings begin on page 
an attached replacement sheet. 

Remarks begin on page 13 of mis paper. 



of this paper and include 



The Commissioner is hereby requested to grant an extension of time for the 
appropriate length of time, should one be necessary, in connection with this 
filing or any future filing submitted to the U.S. Patent and Trademark Office 
in the above-identified application during the pendency of this application. 
The Commissioner is further authorized to charge any fees related to any such 
extension of time to Deposit Account No. 23-3050. 
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This listing of claims will replace all prior versions, and listings, of claims in the application. 

I *f y-i i _ ; 

l Lin v i j i Liiiirns: 

1. (Currently amended) A method for ■ iroproviag processor virtualization in x86 processor 
architectures a nd t heir oqui-y-sksnts, inolufeig but neHjanii o d to th e IA32 arohitoatu^ satd 
molfeefi-comprising: 

identi fying in the instruetiuM set of a guest operate system one or more rsreriefir.eri 
instructions, wherein said one or more predefined instructions do not cause the 
processor to t rap execution of said one or more predefined instructions : 
removing, replacing, or supplementing the identified one or more predefined 
instructions in - a guest - op orating oyatom that adversely aff e ct virtualiaation for - a - hybrid virtual 
a wehin e op e rating on an x 8 6 p rooo aaor with at least one synthetic instructions that eause 
causes at least one exception to be trappable by a virtualization program l ayer, wherein said 
synthetic instructions are illegal to said architecture; and 

using at least one of said synthetic instructions to enable direct execution on a 
physical processor of instructions issued by said guest operating system; 

wherein said at least one of said synthetic instructions is executed from within guest 
kernel code. 

2. (Previously presented) The method of claim 1 wherein said one or more predefined 
instructions comprise xS6 instruct; oris including one or more o f inolude - ft - mambor of the 
fallowing group of instructions : PUSH CS 5 PUSH SS, MOV from SS, CALLF, VERR, 
VERW, and LAR. 

3. (Original) The method of claim 1 wherein an instruction that adversely affects 
virtualization on an x86 processor is either replaced with or supplemented by a synthetic 
instruction mat causes an exception in the x86 processor that is then trapped by a virtual 
machine running on said xS6 processor for processing by said virtual machine. 

4. (Original) The method of claim 3 wherein, for a first virtual machine running on a 
second virtual machine, an instruction that is either replaced with or supplemented by a 
synthetic instruction to cause an exception in the x86 processor that is then trapped by said 
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first virtual machine running on said x86 processor for processing by said virtual machine by 
effectively by-passing said second virtual machine, 

5, (Previously presented) The method of claim 3 wherein at least one synthetic instruction 
of said s^thetic instructions is usable in both a user mode and a privileged mode. 

o, trreviously presented) The method of claim 3 wherein at least one synthetic instruction 
of said synthetic instructions has no corollary to an existing x86 instruction. 

7. (Previously presented) The method of claim 3 wherein at least one synthetic instruction 
of said synthetic instructions is an instruction for disabling direct execution. 

8. (Canceled) 

9. (Original) Hie method of claim 3 wherein, for an instruction that is replaced with a 
synthetic instruction, the synthetic instruction is semanticaliy similar to the instruction mat is 
being replaced. 

10. (Original) The method of claim 9 wherein an instruction of less than five bytes in length 
is replaced with a synthetic instruction of at least five bytes in length (e.g., to facilitate 
patching). 

1 3 . (Previously presented) The method of claim 10 wherein an STI instruction is replaced 
with a synthetic instruction thai is at least five bytes long. 

12. (Previously presented) The method of claim 10 wherein a CLI instruction is replaced 
with a synthetic instruction that is at least five bytes long, 

13. (Previously presented) The method of claim 3 wherein a CPUID instruction in the guest 
operating system is replaced with a synthetic instruction that reads virtualized CPUID 
information. 

14. (Previously presented) The method of claim 3 wherein at least one multi-processor spin 
lock instruction in the guest operating system is supplemented with a synthetic instruction for 
determining when a spin lock acquisition has failed. 
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15. (Previously presented) The method of claim 3 wherein a PUSHF(D) instruction in the 
guest operating system is replaced with a synthetic instruction thai pushes IF onto a stack. 

16. (Previously presented) The method of claim 3 wherein a POPF(D) instruction in the 
guest operating system is replaced with a synthetic instruction that pops IF off of a stack. 

17. (Previously presented) The method of claim 3 wherein an instruction that modifies a 
descriptor table entry in the guest operating system is replaced with a synthetic instruction 
that updates the descriptor table entry, avoiding overheads associated with maintaining 
shadow descriptor tables. 

18. (Previously presented) The method of claim 3 wherein an SGDT instruction in the guest 
operating system is replaced with a synthetic instruction that stores a current GDT base and 
length to EAX. 

1 9. (Previously presented) The method of claim 3 wherein a SLDT instruction in the guest 
operating system is replaced with a synthetic instruction that stores the current LDT selector 
to EAX. 

20. (Previously presented) The method of claim 3 wherein a SIBT instruction in the guest 
operating system is replaced with a synthetic instruction that stores the current IDT base and 
length to EAX. 

i , ii ivyviuujiy k/itstmcu i i lie uicuiuu in uiani. -J VVMPTCITI tl £> i it mSXTUCTIOn IU MS gUCSl 

operating system is replaced with a synthetic instruction that stores the current TR selector to 
EAX. 

22, (Previously presented) The method of claim 3 wherein a CLI instruction in die guest 
operating system is replaced with a synthetic instruction that clears a virtualized IF. 

23. (Previously presented) The method of claim 3 wherein a STI instruction in the guest 
operating system is replaced with a symhetic instruction that sets a virtualized IF. 
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24. (Previously presented) The method of claim 3 wherein a synthetic instruction for halting 
the processor can be executed as user-level guest code. 

25. (Currently amended) A method for a guest operating system to determine whether it is 
running on a virtualized processor or running directly on a hardware an-x-86 processor, said 
method comprising: 

executing a synthetic instruction for returning a value representing an identity for the 
central processing unit; 

wherein said synthetic instruction is configured to be executed from any privileged 

level; 

if a value ia return e d, th e n concluding feat - tir e operating ayatcm is running-<»n-a 
viFteal - ke d- ^aQ esa or when a value is returne d, ond - the fe a^ e r utilizing - using synthetic 
instructions; 

wherein said synthetic instructions are configured to cause at least one exception to be 
trappable by a virtualization layer, and wherein said synthetic instructions are illegal to said 
processor architecture; and 

if an ox - copfaon occurs; m e n wmoluding-&flfr4he-operating 3y9tom4fl -Ets M»ng dir e ctly 
on - ra - x -g 6 proc e ssor, and thereafter refraining from utilizing not using Synthetic instructions 
when an cxc&uLion occuis , 

26. (Original) The method of claim 25 further comprising, if a value is returned, then 
accessing 0r modifying features or behaviors of the underlying virtual machine monitor, 

27. (Original) The method of claim 25 wherein the hexadecimal operation code for said 
synthetic instruction is OF C7 CS 01 00. •■ 

28. (Previously presented) A mediod for improving guest operating system code for efficient 
patching of trappable instructions using a long JMP instruction, said method comprising the 
step of; 

in a guest operating system, locating instances of trappable instructions that are less 
than five bytes long, including instructions that ran within ring-0 code; 
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replacing the trappable instructions with corresponding synthetic instructions that are 

at least five bytes long; 

wherein said synthetic instructions are configured to cause at least one exception to be 

<ITl/i tTrVl «»4»£hiT^ r-n H rtv rwtl* a - 4 . ~ .. — „ ' T 1 1 I _ 
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29. {Currently amended) A system for processing synthetic instructions on x86 processor 
architectures and their equivalents, including buHiot limited t o th o IA32 arohit o otur o , said 
system comprising: 

a subsystem for trapping said synthetic instructions issued by a guest operating system 
after said synthetic instructions cause an exception in the x86 processor; and 

a subsystem for processing said synthetic instructions for the guest operating system; 

wherein at least one synthetic instruction of said synthetic instructions is configured to 
enable direct execution within ring 0 layer of privilege. 

30. (Previously presented) The system of claim 29 further comprising a subsystem whereby 
a synthetic instruction for determining when a spin lock acquisition has failed is trapped and 
processed. 

j i . i^jricviuiiaiv uicscniciij 1 11c sysLcrTi or uiaim /y runner comprising a subsystem lor 
processing a synthetic instruction for pushing an IF onto a stack. 

32. (Previously presented) The system of claim 29 further comprising a subsystem for 
processing a synthetic instruction for popping an IF off of a stack. 

33. (Previously presented) The system of claim 29 further comprising a subsystem for 
processing a synthetic instruction that updates the descriptor table entry, avoiding overheads 
associated with maintaining shadow descriptor tables. 

34. (Previously presented) The system of claim 29 further comprising a subsystem for 
processing a synthetic instruction for storing the current GDT base and length to EAX. 

35. (Previously presented) The system of claim 29 further comprising a subsystem for 
processing a synthetic instruction for storing the current LDT selector to EAX. 

pQJYP fi /VP J I 

ui'r" vi"t ! urifTi AT 1 1 jTh'Ommv H'lU'll uiiil lEipfom C-fanrtam Timal ! CUD 1 1 IGDTfl.CCVDCfiMI * nn!iC -,! j7N ! j ! jafi ! rCin 1 8 niiuATinM imm.ff'i'Mh.Sv 
rnutoiij nviuni liujiuuo ii.uuiuu nil ilujlu n vjmiiiuuiu i iiiiei uir\,uur i vli aim -uitj umu.if uiitu uuiUi uunn i iwn uiiiirjji,uu-jo 

ii i r 



Dac-09-08 03:16pm F rom-WOODCOCK WASHBURN LLP 



T-276 P 009/023 F-043 



DOCKET NO.: MVIR-0 10 1/305 147,01 P4 r™ T 
Application No.: 10/685,051 rAii.ni 
Office Action Dated: August 1 1, 200S 

36. {Previously presented) The system of claim 29 further comprising a subsystem for 
processing a synthetic instruction for storing the current IDT base and length to 



37. (previously presented) The system of claim 29 further comprising a subsystem for 
processing a synthetic instruction for storing the current TR selector to EAX. 

38. (Previously presented) The system of claim 29 further comprising a subsystem for 
processing a synthetic instruction for clearing a virtualized IF. 

39. (Previously presented) The system of claim 29 further comprising a subsystem for 
processing a synthetic instruction for setting a virtualized IF. 

40. (Previously presented) The system of claim 29 further comprising a subsystem for 
processing a synthetic instruction for halting the processor can be executed as user-level 
guest code, 

41. (Previously presented) The system of claim 29 further comprising a subsystem for 
determining whether said system is running on a virtualized processor or running directly on 
an x86 processor, said subsystem comprising: 

a subsystem for executing a synthetic instruction for returning a value representing an 
identity for features supported by the central processing unit; and 

a subsystem for determining if a value is returned and (a) if so, concluding that the 
operating system is running on a virtualized processor, and thereafter utilize synthetic 
instructions, and (b) if not, concluding that the operating system is running directly on an xS6 
processor, and thereafter refrain from utilizing synthetic instructions. 

42. (Original) The system of claim 41 further comprising a subsystem for accessing or 
modifying features or behaviors of the underlying virtual machine monitor if a value is 
returned. 

43. (Original) The system of claim 41 wherein the hexadecimal operation code for said 
synthetic instruction is OF C7 CS 01 00. 
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44. (Previously presented) The system of claim 29 wherein said synthetic instructions 
comprise a synthetic instruction for disabling direct execution. 

45. (Previously presented) The system of claim 29 wherein said synthetic instructions 
comprise a synthetic instruction for enabling (or re-enabling) direct execution. 

46. (Previously presented) The system of claim 29 wherein said synthetic instructions 
comprise: 

a synthetic instruction for pushing an IF onto a stack; and 
a synthetic instruction for popping an IF off of a stack. 

47. (Previously presented) The system of claim 46 wherein said synthetic instructions further 
comprise: 

a synthetic instruction for storing the current GDT base and length to EAX; 
a synthetic instruction for storing the current LDT selector to EAX; 
a synthetic instruction for storing the current IDT base and length to EAX; and 
a synthetic instruction for storing the current TR selector to EAX. 

48. (Original) The system of claim 46 wherein said synthetic instructions further comprise: 

a synthetic instruction for clearing a virtualized IF; and 
a synthetic instruction for setting a virtualized IF. 

43. (Original) The system of claim 46 wherein said synthetic instructions farther comprise a 
synthetic instruction for determining when a spin lock acquisition has failed is trapped and 
processed. 

50. (Previously presented) The system of claim 46 wherein said synthetic instructions further 
comprise a synthetic instruction for returning a value representing an identity for the central 
processing unit. 

51 , (Original) The system of claim 50 wherein the hexadecimal operation code for said 
synthetic instruction is OF C7 CS 01 00. 
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52. (previously presented) A computer-readable medium storing tliereon computer-readable 

instructions for improving processor virtualization in x:86 processor architectures and their 
equivalents, inoluciing but not limited to the IA32 architecture, said computer-readable 
instructions comprising: 

at least one synthetic instruc Liuii that c-SiT«jf*B n 



u*>«*vpuu.LJ. WIV AUU UlULrCaaUI LLltLL IS 



U,W1 ^"Pi Jtu ^ » viiiuai magmne monuor running on saiCt xKS processor for processing by 
said virtual machine monitor; 

wherein said at least one synthetic instruction is illegal to said processor architecture; 

and 

wherein said exception is a result of the execution of higher privileged code at a lower 
privileged level, 

53. (currently amended) Hie computer-readable instructions of claim 52 further comprising 
instructions whereby at least one multi-processor spin lock instruction in die guest operating 
system is supplemented with a synthetic instruction (e.g., VMSPLAJ) for determining when 
a spin lock acquisition has failed. 

54. (previously presented) The computer-readable instructions of claim 52 farther 
comprising a synthetic instruction for returning a value representing an identity for the central 
processing unit. 

vr—'^wj _H'vaviu™j j.jj.v wuiuuLw-icauouic man uuiiLnis ui ciiuiu runner 
comprising a syndietic instruction Uiat pushes IF onto a stack. 

56. (previously presented) The computer-readable instructions of claim 52 further 
comprising a synthetic instruction that pops IF off of a stack. 

57. (previously presented) The computer-readable instructions of claim 52 further 
comprising a synthetic instruction that stores the current GDT base and length to EAX, 

58. (previously presented) The computer-readable instructions of claim 52 further 
comprising a synthetic instruction that stores the current LDT selector to EAX. 
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59. (previously presented) The computer-readable instructions of claim 52 further 
comprising a synthetic instruction that stores the current IE»T hase and length to EAX. 

60. (previously presented) The computer-readable instructions of claim 52 further 
comprising a synthetic instruction mat stores the current TR selector to EAX. 

61. (previously presented) The computer-readable instructions of claim 52 further 
comprising a synthetic instruction that clears a virtualized IF. 

62. (previously presented) The computer-readable instructions of claim 52 further 
comprising a synthetic instruction that sets a virtualized IF. 

63. (Previously presented) A system for processing synthetic instructions when executing on 
x86 processor architectures and their equivalents, including but not limited to the IA32 
architecture, said system comprising: 

removing, replacing, or supplementing instances of one or more of the following 
predefined instructions in the guest operating system: PUSH CS, PUSH SS, MOV from SS, 
CALLF, VERR, VERW, and LAR with synthetic instructions that are configured to cause at 
least one exception to be trappable by a visualization layer, and wherein said synthetic 
instructions are illegal to said processor architecture; 

64. (Previously presented) A method for optimizing a guest operating system to improve 
processor visualization when executing on xS6 processor architectures and their equivalents, 
including but not limited to the IA32 architecture, said method comprising: 

removing, replacing, or supplementing instances of one or more of the following 
predefined instructions in the guest operating system: PUSH CS, PUSH SS, MOV from SS, 
CALLF, VERR, VERW, and LAR; 

replacing CPUID instructions in the guest operating system with synthetic instructions 
that reads virtualized CPUID information; 

supplementing spin lock instructions in the guest operating system with synthetic 
instructions for determining when a spin lock acquisition has failed; 

replacing PUSHF(D) instructions in the guest operating system with synthetic 
instructions for pushing IF onto a stack; 

T"» t rt _ r n 
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replacing POPF(D) instructions in the guest operating system with synthetic 

instructions for popping IF off of a stack- 
replacing SGBT instructions in the guest operating system with synthetic instructions 

for storing a current GOT base and length to FAX; 

iCDiaCinS SLOT instrnctlfins in the miAcr rmpratiiMT n/pt-Atw ttnih n T »~.+u, — : j. 

* " "• ~— ■ wj/iuuuiifi jyjiwii wmi JviiuicuL jJlHllLHiLLUUS 

iui anuuiLi a. tiuircriL I selector IQ HAA; 

replacing SIDT instructions in the guest operating system with synthetic instructions 
for storing a current IDT base and length to EAX; 

replacing STR instructions in the guest operating system with synthetic instructions 
for storing the current TR selector to EAX; 

replacing CLI instructions in the guest operating system with synthetic instructions 
for clearing a virtualized IF; 

replacing STI instructions in the guest operating system with synthetic instructions 
for setting a virtualized IF. 



65. (Previously presented) A method for processing synthetic instructions executable on a 
processor architecture, comprising: 

removing, replacing, or supplementing at least one predefined instruction in a guest 
operating system, running in a virtual machine environment, 

With sVnfn Piti n insfnirtinne' 

determining whether said synthetic instructions are supported by said virtual machine 
environment by executing at least one of said synthetic instructions; 

enabling direct execution of instructions on said processor architecture using at least 
one of said synthetic instructions; 

wherein at least one of said synthetic instructions is configured to cause at least one 
exception trappable by a virtualization layer when privileged-level code is run at user-level, 
wherein at least one of said synthetic instructions is illegal to said processor architecture; 

causing said at least one exception to be issued by said processor architecture by using 
at least one of said synthetic instructions; 

invoking a trap handler within said virtualization layer in order to trap said at least 
one exception; 

rays 1 1 01 j, i 

HIAP J AIAA * H Al M A PP J AIAIAAAA F-AA-AAPMJIPP^-i Pki I I *!... .!« Mm.llMVA PPMHP A I i A + PI 111 A. A^AAA J A I AHIH. 4 Pt I IPt ■ PJI Aj ■ I I _ _l . A A FA 

win:* i vi i " wi in i u i i /iu.'/iiiiv v in- 1 1 wmi iNacrom vrannam i imoi » vuw-i ivw i r i.nn i WN.nwi f " i imiw iiwiimi" \ wi r » i mwu i inni tmm.ccriin.iv 

I HVb IVJ&4 IWTVni lUiilLVVV tfiVViVV I IVI IhUJLVI II WLUIIUUI U IIIIIVI WTIIiWWI IV'hl /U\l -VITV VIllVi&l Wlk/! wviin I IVI1 UlllirjJhVVWU 

I I II 



Dac-09-08 03:17pm F rom-WOODCOCK WASHBURN LLP 



T-276 P. 014/023 F-043 



DOCKET NO.: MVIR-0101/305147.01 PATENT 

Application No.: 10/685,051 

Office Action Dated: August 11 , 200 S 

emulating with said virtualization layer any implied state changes based on processing 
of said at least one exception; and 

returning control to any subsequent instructions of said gu« 
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REMARKS 

ClaiUiS 1-7 Htlfl Q^fw nrp n&nnina in ina aimlinohM r~l n 4.« n 1 <-ic 10 nr\ t-r* s r i 
— - ■ — • — t»— »j 1 afjjjttvauuii. v_-icuiii3 1. £j. zo 5 z? 5 nj ailCL 

i"i An crt £1 1:5 3 ^ - i 1 , , , 

t^, -rr-ju. ji-uj aim uj-u / stana rejeciea. 

L-iairas z /, »j f 31 ana 54 stand objected to. 



1^1 i-l A +\ 



Claim Rejections - 35 USC § 163(a) 
Claims 1-5, 7, and 17-21 stand rejected tinder 35 U.S.C. 103(a) as being unpatentable 
over John Scott Robin (Analyzing the Intel Pentium™s Capability to Support a Secure 
Virtual Machine Monitor, pp 1-98, Sep., 1999, Naval Postgraduate School, Monterey, 
California) (hereafter 'Robin') in view of Devine et al. (Pat No. 6,397, 242 Bl) (hereinafter 
'Devine') and Bennett et al. (Pat. No. 7,127,548 B2) (hereinafter 'Bennett' - art made of 
record). 

Applicants respectfully disagree and traverse the rejection. 

Regarding the rejection of claim 1, The examiner maintains the Robin discloses the 
problem of implementing secure virtual machine monitors (VMM) on the Intel Pentium 
Architecture and presents techniques that aliuw the Intel Architecture to support a "virtual 
VMM." The examiner admits, however, that Robin does not explicitly disclose synthetic 
instructions that cause at least one exception to be trappable by a virtuaiization layer, wherein 
said synthetic instructions are illegal to said architecture. For that element of the claim, the 
examiner relies on Devine. 

The examiner maintains that Devine discloses synthetic instructions by citing various 
sections of Devine: 

(e.g., Abstract, . .. Connected to the VMM for running a 
sequence of VM instructions . . .) that cause at least one 
exception (e.g., Col. 8, Lines 35^*3 - ... Can be changed only 
by protected mechanisms, either instructions or exceptions; 
Col. 12, Lines 57-60 - ... if the execution of tire instruction 
leads to an exception of the virtual machine Col. 14, Lines 

57-60 - . . . requirements of the virtual machine monitor is 

the ability to handle traps (exceptions and interrupts) 
transparently to the execution of the virtual machine) to be 
trappable (e.g., Col. 2, Lines 2-4 - the VMM thus need only to 
correctly emulate the traps to allow the correct execution of the 
operating system in the virtual machine; Col. 4, Lines 52-54 - . 
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.. the VMM must handle only the traps that result from attempts 
by the virtual machine to issue privileged instructions) .... 

Action pp. 4-5. Applicants respectfully disagree that the cited teachings ofDevine meet the 

claim limitations, Devine simply does not teach me synthetic instructions as claimed. First, 

the claim requires that the operating system instructions are modified. Devine doesn't teach 

that. Moreover, the claim requires the modification to occur through the use of "at least one 

synthetic instruction." Devine teaches binary translation and not the use of synthetic 

instructions. Synthetic instructions cause "at least one exception to be trappable by a 

virtualization program" and are also "illegal to said architecture." The same cannot be said of 

the system ofDevine. Devine does not remove, replace or supplement guest operating 

instructions with instructions that are "illegal to said architecture." On the contrary, Devine 

uses binary translation to present instructions that can be executed on the specific 

architecture. This element of the claim is clearly not present in Devine. For mat reason 

alone, Applicants submit that claim I patentably defines over Devine. 

Inasmuch as claims 2-5, 7, and 17-21 depend from claim 1, Applicants submit that 

they also patentably define over Devine for at least the reasons state with respect to claim 1 . 
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unpatentable over Robin in view of Bennett. Applicants respectfully disagree and traverse 

the rejection. ■ ■ 

Regarding claim 29, the examiner maintains mat Robin teaches: 

a subsystem for trapping said synthetic instructions issued by 
a guest operating system after said synthetic instructions cause 
an exception in the x86 processor; and a subsystem for 
processing said synthetic instructions for the guest operating 
system (i.e. P. 5, Sec. 3 - Logical VMM Modules -A VMM 
normally has three generic types of modules: dispatcher, 
allocator, and interpreter; A jump to the dispatcher is placed in 
every location to which die machine traps. The dispatcher then 
decides which of its modules to call when the machine traps; 
For example, if a VM tries to execute a privileged instruction 
that would change the resources of the VM's environment, die 
VM will trap to the VMM dispatcher. The dispatcher will 
handle the trap by invoking the allocator that performs the 
requested resource allocation according to VMM policy. The 
final module type is an interpreter. Each privileged instruction 
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will have an interpreter module that is called by the dispatcher 

to simulate the effect of the instruction thai caused the trap) 



Action p.29. As indicated above with respect to claim 1, Applicants submit thai Robin 
simply does not teach the use of synthetic instructions as claimed. For mat reason alone, 
Applicants submit mat Robin alone of in combination with Bennett do not render the claim 
obvious. Reconsideration is respectfully requested. 

Inasmuch as claims 34-37 and 44 depend from claim 29, Applicants submit that they 
also patentably define over Devine for at least the reasons state with respect to claim 1. 

Regarding the rejection of claims 52, and 57-60, Applicants submit that they are 
patentable for at least the reasons with respect to claims 1 and 29. 

Claims 33 and 45 stand rejected under 35 U.S. C. 103(a) as being unpatentable over 
Robin in view of Bennett and Devine. 

Inasmuch as claims 33 and 45 depend from claim 29, Applicants submit mat they also 
patentably define over Devine for at least the reasons state with respect to claim 1 . 

Claim 65 stands rejected under 35 U.S.C. 103(a) as being unpatentable over Robin in 
view of Devine. 

An indicated above wiiri TesTiF-nt tn flnim 1 AnnliraTito cunmir that malthas 15 n'hi'n m™- 



submit that Robin alone of in combination with Devine does not render the claim obvious. 
Reconsideration is respectfully requested. 

Claim 28 stands rejected under 35 U.S.C. 103(a) as being unpatentable over K. 
Virtual 8080 Mode (Intel 80386™ Programmer's Reference 1986, pp. J-18, 1986, Intel 
80386™ Programmer's Reference) (hereinafter 'V86') in view of Devine and Bennett. 

As indicated above, neither Devine nor Bennett teach synthetic instructions as 
claimed. The examiner now further cites V86 for the following proposition; 




•j 




replacing the trappable instructions with corresponding 
syntheticinstructions that are at least five bytes long (e.g., PP. 
10-1 1, "Additional Sensitive Instructions", CLI - Clear 
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Interrupt-Enable Flag: ST 1 - Set foterrupt-Enable Flag; PP. 1 

1-1 2, "Virtualizing the Mtemipt-Enable Flag", 1 Para - 2" 

1^51 TCI \ 

Action p, 32. However, it maices no sense that VS6 teaches synthetic instructions when the 
claim recites thai "synthetic instructions are illegal to a physical processor architecture 
underlying said guest operating system."' For at least the foregoing reason. Applicants submit 
that claim 28 patentably defines over V86 in view of Devine and Bennett. 



Claim 67 stands rejected under 35 U.S.C. 103(a) as being unpatentable over Devine in 
view of Bennett. Applicants respectfully disagree. 
Claim 67 recites: 

67. A method for processing synthetic instructions executable on a processor 
architecture, comprising: 

removing, replacing, or supplementing at least one predefined instruction 
in a guest operating system, running in a virtual machine environment, with 
synthetic instructions; 

determining whether said synthetic instructions are supported by said 
virtual machine environment by executing at least one of said synthetic 
instructions; 

enabling direct execution of instructions on said processor architecture 
using at least one of said synthetic instructions: 

wherein at least one of said synthetic instructions is configured to cause 
at least one exception trappable by a virtualization layer when privileged-level 
code is run at user-level, wherein at least one of said synthetic instructions is 
illegal to said processor architecture; 

causing said at least one exception to be issued by said processor 
architecture by using at least one of said synthetic instructions; 

invoicing a trap handler within said virtualization layer in order to trap 
said at least one exception; 

emulating with said virtualization layer any implied state changes based 
on processing of said at least one exception; and 

returning control to any subsequent instructions of said guest operating 

system. 

As indicated repeatedly above, Devin simply does not teach synthetic instructions nor does it 
teach removing, replacing, or supplementing at least one predefined instruction in a guest 
operating system. At best Devine teaches binary translation that translates instructions into a 
form that the physical processor can execute. Bennett does not cure the deficiency of Devine. 
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Accordingly, Applicants submit that claim 67 patentably defines over Devine in view of 
iS ennett. 
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Lawton (Bochs x86 Emulator - monitor-host, c, pp. 1-42, bochs.sourceforge.net) (hereinafter 
'Lawton') m view of Devine and Bennett. 

As an initial matter, Applicants note the examiner cites section 102(a) on page 38. 
Applicants assume this is an error because a 103(a) analysis is applied in the rejection. 

As previously pointed out, neither Devine nor Bennett teach the claim limitation of: 

wherein said synthetic instructions are configured to cause at 
least one exception to be trappable by a virtualization layer, and 
wherein said synthetic instructions are illegal to said processor 
architecture 

Lawton fails to cure this deficiency as noted by the examiner on page 40 of the Action. 
Consequently, Applicants submit that claim 25 is patentable over the cited references. 

Claim 26 is rejected under 35 U.S.C. 103(a) as being unpatentable over Lawton in 
view of Devine and Robin. 

inasmuch as claims 26 depends from claim 25, Applicants submit thai it also 
patentably define over Lav/ton in view of Devine and Robin for at least the reasons state with 
respect to claim 25. 



Claims 15-16 and 22-23 stand rejected under 35 U.S.C. 103(a) as being unpatentable 
over Robin in view of Devine, Bennett and V86. 

Inasmuch as claims 15-16 and 22-23 depend from claim 1, Applicants submit that 
they also patentably define over Robin in view of Devine, Bennett and V86 for at least the 
reasons state with respect to claim 1 . 

Claims 31-32, 38-39, 46-48, 55-56 and 61-62 stand rejected under 35 U.S.C. 102(a) 
as being unpatentable over Robin in view of Bennett and V86, 
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Inasmuch as claims 31-32, 38-39, 46-48, 55-56 and 61-62 depend from claims 29 and 
52, Applicants submit that they also patentably define over Robin in view of Devine, Bennett 
arid V86 for at least the reasons state with respect to claims 29 and 52. 

" •*►«*■«« 'vjwwua, mum w.u.i^. iujm; as ucmg unpatenTaoie over ssjo oim ill 
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Inasmuch as claim 13 depends from claim 1, Applicants submit that it also patentably 
define over Robin in view of Devine, Bennett and further in view of Lawton for at least the 
reasons state with respect to claim 1. 

Claims 41-42, 54, and 63 stand rejected under 35 U.S.C. 103(a) as being unpatentable 
over Robin in view of Bennett and Lawton. 

Inasmuch as claims 41-42, 54, and 63 depend from claims 29 and 52, Applicants 
submit that they also patentably define over Robin in view of Bennett and Lawton for at least 
the reasons state with respect to claims 29 and52. 



v^itum it oioiiLis icjcuieu mmci j j U.j.C iu^j_a) as oemg unpateutaBie over K.obin in 
view of Devine and Bennett and further in view of Carlos et al. {User-Kernel Reactive 
Threads for Linux, Jan. 2003, SCI 2003. pp. 1-6) (hereinafter 'Carlos 5 ). 

Inasmuch as claim 14 depends from claim I, Applicants submit that it also patentably 
define over Robin in view of Devine and Bennett and further in view of Carlos for at least the 
reasons state with respect to claim 1 . 

Claims 30 and 53 stand rejected under 35 U.S.C. 103(a) as being unpatentable over 
Robin in view of Bennett and Carlos. 

Inasmuch as claims 30 and 53 depend from claims 29 and52, Applicants submit that 
they also patentably define over Robin in view of Bennett and Carlos for at least the reasons 
state with respect to claims 29 and 52. 
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inasmuch as claims 6, 9 and 24 depend from claim 1 , Applicants submit that they also 
patentably define over Robin in view of Devine and Bennett and further in view of Cota- 
Robles for at least the reasons state with respect to claim 1 . 

Claim 40 stands rejected under 35 U.S.C. 103(a) as being unpatentable over Robin in 
view of Bennett and further in view of Cota-Robles. 

Inasmuch as claim 40 depends from claim 29, Applicants submit that it also 
patentably define over Robin in view of Bennett and Cota-Robles for at least the reasons state 
with respect to claim 29. 

Claim 49 stands rejected under 35 U.S.C. 103(a) as being unpatentable over Robin in 
view of Bennett and V86 and further in view of Carlos. 

Inasmuch as claim 49 depends from claim 29, Applicants submit that it also 
patentably define over Robin in view of Bennett and V86 and farther in view of Carlos for at 
least the reasons state with respect to claim 29. 

Claim 50 stands rejected under 35 U.S.C. 103(a) as being unpatentable over Robin in 
view of Bennett and V86 and further in view of Lawton. 1 i 

Inasmuch as claim 50 depends from claim 29, Applicants submit that it also 
patentably define over Robin in view of Bennett and V86 and further in view of Lawton for 
at least the reasons state with respect to claim 29, 

Claim 66 stands rejected under 35 U.S.C. 103(a) as being unpatentable over Robin in 
view of Lawton, Carlos and further in view of V86. 

Applicants respectfully disagree. The examiner maintains that Lawton teaches 
replacing CPU1D instructions in the guest operating system with synthetic instructions. 
Action p. SO. However, as noted above, Lawton does not teach the use of synthetic 
instructions as claimed, 

pa op 1 Q of 2 1 
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For at least the foregoing reason, applicants submit that claim 66 patentably defines 
over Robin in view of Lav/ton, Carlos and further in view of V86. 
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Commodity Operation System, May, 2001, University of Wisconsin -Madison) (hereinafter 
Tamches'). 

Inasmuch as claim 10 depends from claim 1, Applicants submit that it also patentably 
define over Robin in view of Devine, Bennett and A. Tamches for at least the reasons state 
with respect to claim 1 , 

Claims 11-12 stand rejected under 35 U.S.C. 102(a) as being unpatentable over Robin 
in view of Devine, Bennett and Tamches and further in view of V86. 

Inasmuch as claims 11-12 depends from claim 1, Applicants submit that it also 
patentably define over Robin in view of Devine, Bennett and Tamches and further in view of 
V86 for at least the reasons state with respect to claim I . 

Allowable Subject Matter 
Applicants thank the examiner for acknowledging the patentability of claims 27, 43, 
51 and 64. In view of the foregoing amendments and arguments, Applicants submit that all 
of the claims remaining in the application are allowable. 



CONCLUSION 

In the view of the foregoing amendments and remarks, Applicants respectfully submit 
that the present application is in condition for allowance. Reconsideration of the application 
and an early Notice of Allowance are respectfully requested. In die event that the Examiner 
cannot allow the application for any reason, the Examiner is encouraged to contact 
Applicants' representative. 
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